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INFOSEC 2021A Few Things

• DO NOT download or try anything I show you

• In 3 days you will forget 95% of this

• Due to the sensitive nature of the information we will not be 

recording this

• X (Twitter): @zippytrippy     LinkedIn: Frank C Fazio

• No, I will not hack your wife/husband/girlfriend/boyfriend or 

mistress



INFOSEC 2021Who Am I

• 30+ years in the IT industry
• Help desk, analyst programmer, database admin, cybersecurity
• Founder – CySAT Security Inc.

• Lock picker
• Padlocks, door locks, handcuffs

• Security conferences across US and Canada
• Hacker teams – Unskilled Hackers, BlueTeamNinjas, ADDVulcan

• Presentations to employees, executives, law enforcement & hackers
• New York, Ottawa, Michigan, PEI, Manitoba…
• Municipal World magazine, IT World Canada, CBC News

• OSINT, Wi-Fi, SDR, Bluetooth, RFID, Bitcoin
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Happy Cyber Security Month

• Increased phish testing
• Emails throughout the month
• Training / Videos
• Overall heightened awareness



INFOSEC 2021Yeah… We Know…



INFOSEC 2021Phishing

Sender

Greeting

Error

Error

No Signature

Click Here
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INFOSEC 2021Municipalities Attacked

• Municipality of Mekinac, Que. - Ransomware - $30,000

• City of Stratford - Ransomware - $75,000

• Town of Wasaga Beach - Ransomware - $250,000

• Town of Midland - Ransomware – $76,000

• City of Ottawa - Business Email Compromise - $130,000

• City of Burlington - Business Email Compromise - $503,000

• City of Saskatoon - Business Email Compromise - $1,000,000+
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INFOSEC 2021Privacy Breach



INFOSEC 2021Yukon, PEI, Nunavut…
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How Do We Minimize Exposure?

• TRAIN our employees

• TEST our employees 

• REWARD our employees

• CONSTANTLY



INFOSEC 2021

How Do We Minimize Exposure?

• TRAIN our employees

• TEST our employees 

• REWARD our employees

• CONSTANTLY



INFOSEC 2021

Software & Hardware Social Engineering

A Hacker Can Target…

Child was born 
2010 – 2023

• Name
• Address
• Postal code
• Date of birth
• Health card number
• Dates of service
• Lab test results
• Pregnancy risk factors
• Type of birth
• Procedures
• Pregnancy and birth 

outcomes

Better Outcomes Registry & Networks

Services affected:

• Check in
• Electronic payments
• Digital keycards
• Slot machines
• ATMs
• Paid parking
• Phone system



INFOSEC 2021IBM Report…

• 90% of attacks start with phishing

• Phishing attacks with phone calls are 3x more effective



INFOSEC 2021Phishing / Vishing

ewashtenaw.org

ewashtenavv.org



INFOSEC 2021Protect Yourself – Vishing Attacks

• Never provide personal information over the phone

• Do not answer calls from unknown numbers… leave to voicemail

• Stay skeptical with unsolicited calls 

• Verify caller identity by calling back

• Visa, hotel, taxes
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The Latest Updates
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A QR code (quick response code) is a type of matrix barcode (or 

two-dimensional barcode) invented in 1994 by the Japanese 

automotive company Denso Wave.

QR Codes

• Website
• Phone Number
• 4000 Characters of text
• Link to download app from 

Apple/Google
• Authenticate online accounts
• Send/receive payment information



INFOSEC 2021QR Codes



INFOSEC 2021The Latest…



INFOSEC 2021QR Codes – Protect Yourself

• CHECK THE URL
• Use a QR code scanner that verifies URL
• Don’t scan strange QR codes



INFOSEC 2021Future of QR Codes…



INFOSEC 2021Downloading Apps
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• Only install apps from Official Google / Apple Store

• Avoid apps from unknown developers

• Read the reviews

• Check app permissions

• Delete apps you aren’t using

• Update apps you are using

Protect Yourself – Downloading Apps



INFOSEC 2021Protect Yourself – I Have No Idea



INFOSEC 2021Final Thoughts

• Your work password MUST be unique

• Your work email should not be used for personal activities

• There is no silver bullet - look out for each other
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Frank Fazio

519 818-5788

www.cysatsecurity.com

frank@cysatsecurity.com

http://www.cysatsecurity.com/
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