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Introduction

In this “tabletop exercise”, we will discuss a ransomware attack targeting 

critical IT infrastructure within a fictional organization called "GlobalTech 

Solutions" (GTS). 

R a n s o m w a r e  S c e n a r i o :  C r i t i c a l  I T  I n f r a s t r u c t u r e  T a r g e t e d !
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Key Features of the Simulation

• High-level walkthrough of a ransomware attack

• Attempt to uncover the cause of the breach, identify the attack's initiation, and 

confirm the absence of lingering system impacts

• Watch for “injects”, questions to reflect on, surprises along the way

• Lots of audience participation!

R a n s o m w a r e  S c e n a r i o :  C r i t i c a l  I T  I n f r a s t r u c t u r e  T a r g e t e d !
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R a n s o m w a r e  S c e n a r i o :  C r i t i c a l  I T  I n f r a s t r u c t u r e  T a r g e t e d !

You are part of the story!

• You will learn the roles and actions of:
• Threat Actors

• Blue Team Incident Response (IR) members

• Stakeholders

• Cybersecurity is a team sport! Work together and collaborate with 
each other!

} more about these roles shortly!
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R a n s o m w a r e  S c e n a r i o :  C r i t i c a l  I T  I n f r a s t r u c t u r e  T a r g e t e d !

Why do a ransomware simulation?

• Important to recognize and respond to key elements of ransomware 

attacks, because ransomware is a prevalent method of attack for hackers

• Why are municipalities targeted?

• financial resources

• opportunity to access extensive PII from citizens

• disruption of critical services makes city more likely to pay ransom
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Key Features of Ransomware Attacks
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• January: 
• Royal Mail (LockBit)

• Ransom was $80 Million+

• February:
City of Oakland, California (Play)
• declared a local state of 

emergency due to a 
ransomware attack

• March: Yellow Pages Group (Black Basta)
• stole employee and customer 

data

Major Ransomware Attacks in 2023 

• May:
• City of Dallas (Royal)

• 26,000 people had their PII stolen
• Paid over $8.6M in recovery services

• City of Augusta, GA (BlackByte)
• data leaked to dark web

• June:
• MOVEit Attack (Cl0p)

• 1146 organizations affected to date

• September: 
• MGM resorts and casinos (Scattered Spider)

• ATMs, payments processing down
• data breach

Who’s Next…?
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Understanding the Roles and Action

• Threat Actors: Individuals, groups, or entities responsible for initiating and 

executing cyber attacks with malicious intent

• Phishing

• Black market / dark web listings

• Search for company income

• Typically done via Google and sites such as ZoomInfo, Dun & 

Bradstreet, RocketReach, etc.

R a n s o m w a r e  S c e n a r i o :  C r i t i c a l  I T  I n f r a s t r u c t u r e  T a r g e t e d !
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I S A  I n c i d e n t  R e s p o n s e  T a b l e t o p  E x e r c i s e

Understanding the Roles and Action

• Blue Team Incident Response (IR) members: The defensive side responsible for 

safeguarding an organization's IT systems and responding to security incidents  

• Identify affected systems and critical infrastructure components

• Develop an incident response plan

• Identify preventive measures

• Ways to detect/prevent:

• security awareness training

• dark web monitoring
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I S A  I n c i d e n t  R e s p o n s e  T a b l e t o p  E x e r c i s e

Understanding the Roles and Action

• Stakeholders: Individuals, groups, or entities with an interest or involvement in 

the organization's security

• Interest in the potential impact of a ransomware attack on critical IT 

infrastructure

• Financial and operational implications

• Explore strategies for minimizing disruption
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R a n s o m w a r e  S c e n a r i o :  C r i t i c a l  I T  I n f r a s t r u c t u r e  T a r g e t e d !

Let’s get started!
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Scenario

GlobalTech Solutions is a multinational company that provides IT solutions and 

services to various industries. It operates a highly interconnected IT infrastructure 

consisting of servers, workstations, databases, and critical applications that are 

essential for its operations. GTS has a reputation for robust cybersecurity practices.

But no organization is completely immune to cyber threats…

R a n s o m w a r e  S c e n a r i o :  C r i t i c a l  I T  I n f r a s t r u c t u r e  T a r g e t e d !
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Scenario

On Monday, September 25, 2023, at 9:00 a.m. a staff member called in to 

report that they could not access their files. 

Upon logging into the server, you find that everything now has the file 

extension .xyz and cannot be opened.

R a n s o m w a r e  S c e n a r i o :  C r i t i c a l  I T  I n f r a s t r u c t u r e  T a r g e t e d !
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Scenario (continued)
R a n s o m w a r e  S c e n a r i o :  C r i t i c a l  I T  I n f r a s t r u c t u r e  T a r g e t e d !
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R a n s o m w a r e  S c e n a r i o :  C r i t i c a l  I T  I n f r a s t r u c t u r e  T a r g e t e d !

Blue Team Incident Response (IR) members
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R a n s o m w a r e  S c e n a r i o :  C r i t i c a l  I T  I n f r a s t r u c t u r e  T a r g e t e d !

Blue Team Incident Response (IR) members
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R a n s o m w a r e  S c e n a r i o :  C r i t i c a l  I T  I n f r a s t r u c t u r e  T a r g e t e d !

S1 Threat Explore - Data Exfil



Break time – 5 Minutes
R a n s o m w a r e  S c e n a r i o :  C r i t i c a l  I T  I n f r a s t r u c t u r e  T a r g e t e d !
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It was discovered that the employee who initially reported the issue was the 

one who had executed the malicious script.

R a n s o m w a r e  S c e n a r i o :  C r i t i c a l  I T  I n f r a s t r u c t u r e  T a r g e t e d !

Inject #1
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It was discovered that the employee who initially reported the issue was the 

one who had executed the malicious script.

• How would you determine if it was an accidental or intentional execution?

• Who would you need to get involved in this investigation?

R a n s o m w a r e  S c e n a r i o :  C r i t i c a l  I T  I n f r a s t r u c t u r e  T a r g e t e d !

Inject #1 - Discussion
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R a n s o m w a r e  S c e n a r i o :  C r i t i c a l  I T  I n f r a s t r u c t u r e  T a r g e t e d !

S1 Threat Details – Malicious Actions
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• Discuss what could have assisted GTS in preventing the encryption of 

their critical IT infrastructure.

R a n s o m w a r e  S c e n a r i o :  C r i t i c a l  I T  I n f r a s t r u c t u r e  T a r g e t e d !

Inject #1 – Discussion (continued)
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• In a startling turn of events, it has been discovered that the employee who 

executed the malicious script stemmed from resentment after being 

passed over for a promotion in favour of a junior colleague.

• During an interview with the employee, it was uncovered that the 

malicious script was purchased from the dark web, and the employee was 

unaware of its function/capabilities. 

R a n s o m w a r e  S c e n a r i o :  C r i t i c a l  I T  I n f r a s t r u c t u r e  T a r g e t e d !

Inject #2
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Inject #2 - Discussion

• What legal recourse is available to GTS?

• Discuss the potential implications of the Insider Threat incident.

R a n s o m w a r e  S c e n a r i o :  C r i t i c a l  I T  I n f r a s t r u c t u r e  T a r g e t e d !
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Scenario (continued)
R a n s o m w a r e  S c e n a r i o :  C r i t i c a l  I T  I n f r a s t r u c t u r e  T a r g e t e d !
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Inject #3
The incident has gone public!

The threat actors have defaced GTS’s website and have stated on the website 
that they have hacked and stolen data from you.

R a n s o m w a r e  S c e n a r i o :  C r i t i c a l  I T  I n f r a s t r u c t u r e  T a r g e t e d !
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Inject #3 - Discussion
The incident has gone public!

The threat actors have defaced GTS’s website and have stated on the website 
that they have hacked and stolen data from you.

• What is your communication plan to reduce the impact of this disclosure?

R a n s o m w a r e  S c e n a r i o :  C r i t i c a l  I T  I n f r a s t r u c t u r e  T a r g e t e d !
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Small Group Discussion (10 mins)
• Who is responsible for coordinating the public message? Is this process a 

part of any established plan?
• What information are you sharing with the public? Employees?
• Does your department have pre-drafted statements in place to respond to 

media outlets?
• Does your department have staff trained to manage your social media 

presence?

R a n s o m w a r e  S c e n a r i o :  C r i t i c a l  I T  I n f r a s t r u c t u r e  T a r g e t e d !



Break time – 5 Minutes
R a n s o m w a r e  S c e n a r i o :  C r i t i c a l  I T  I n f r a s t r u c t u r e  T a r g e t e d !
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Group Discussion (10 mins)
• Who decides whether we pay the ransom?
• What is the process?
• What are the advantages/disadvantages of paying?
• What are the potential political ramifications?
• What outside partners/entities do you need to contact?

R a n s o m w a r e  S c e n a r i o :  C r i t i c a l  I T  I n f r a s t r u c t u r e  T a r g e t e d !
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Law Enforcement Discussion (15 mins)
• Who oversees notifying law enforcement?
• Who oversees seeking internal legal counsel?
• Are systems in place to maintain business operations knowing that law 

enforcement may seize servers for their investigation?

R a n s o m w a r e  S c e n a r i o :  C r i t i c a l  I T  I n f r a s t r u c t u r e  T a r g e t e d !
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Incident Response Framework

Who’s Next…?

6. Lessons 
Learned, 
processes are 
reviewed, and 
improvements 
are 
implemented. 

1. Preparation covers planning, training of staff, 
and communication plans. 

2. Identification 
deals with the 
detection and 
determination 
of whether a 
deviation 
from normal 
operations an 
incident is. 

 

  

5. Recovery, 
systems are 
evaluated to 
ensure that 

confidentiality, 
integrity, and 
availability are 

restored to 
normal. 

3. Containment 
limits the 
damage and 
prevent any 
further 
damage from 
happening 

4. Eradication, affected systems are evaluated to 
ensure that any remnants of the incident are 
cleaned up and removed. 

 


		6. Lessons Learned, processes are reviewed, and improvements are implemented.

		1. Preparation covers planning, training of staff, and communication plans.

		2. Identification deals with the detection and determination of whether a deviation from normal operations an incident is.
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		5. Recovery, systems are evaluated to ensure that confidentiality, integrity, and availability are restored to normal.

		

		3. Containment limits the damage and prevent any further damage from happening



		

		4. Eradication, affected systems are evaluated to ensure that any remnants of the incident are cleaned up and removed.
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Questions and Answers



THANK YOU !

We’re here to help! 

info@isacybersecurity.com

isacybersecurity.com
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